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PREFACE

This study is part of an ongoing investigation, sponsored by
Sandia Laboratories, of potential and actual criminal adversaries of
U.S. nuclear facilities and programs. Because, at the onset of Rand's
work on the issue, incidents of crime in the nuclear domain were
insufficient to provide a data base for analysis, the development of
a surrogate data base of non-nuclear incidents that are analogous
in some respects to potential actions against nuclear programs was
initiated. One of the categories deemed to provide analogs to nuclear
crimes--for example, to the potential penetration of nuclear
facilities or the theft of nuclear material--was sophisticated and
high-value burglaries, robberies, and other "conventional" crimes,
popularly called "capers."

The present Note is a follow-on to a 1976 Rand study of 45 of
these high-value crimes as analogs. The data base used combines the
45 crimes previously studied with 76 additional crimes. An analysis
of the actions is provided as well as a number of observations about

the criminals' methods.
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SUMMARY

This Note is part of an ongoing investigation into the important
problem of potential and actual criminal adversaries of United States
nuclear facilities and programs. Because of the low level of criminal
activity against nuclear targets in the United States, The Rand
Corporation has employed an analogous methodology to study this
subject; that is, Rand developed over several years a surrogate data
base consisting of non-nuclear crimes that are analogous in some
respects to potential incidents against nuclear facilities and
programs.

This Note analyzes a data base of 121 sophisticated and high-
value burglaries, robberies and other ''conventional® crimes that are
in certain respects analogous to as yet uncommitted nuclear crimes.
(Data on 45 of these crimes were taken directly from an earlier Rand
study and an additional 76 crimes were selected for this document.)
Most of the information comes from newspaper and journal articles, and
is subject to their errors and limitations. There is also a variance
in the amount of data on each crime; some "popular" crimes were
covered thoroughly by the media but other crimes had very little
reported. While it would have been preferable to have had data on
every crime that followed it from inception through trial, in reality
such data are rarely available. Furthermore, as Rand has developed
this data base over the years, it has gradually been gathering more
data over a wider range of areas; i.e., the newer the data the more
all-encompassing they are. This led to a more thorough analysis of

the 76 crimes gathered for this document, simply because they included
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more data.

The data base has been analyzed for information such as insider
involvement, number of perpetrators, value of loot, type of crime,
violence, coercion of employees, and use of déception. From the
extrapolated statistics, many inferences and observations were made,
but only those pertinent to potential crimes against nuclear
facilities and programs are included here. The purpose of this
document is not to declare what should be done by those responsible
for the security of nuclear facilities and materials, but to emphasize
areas of particular vulnerability as observed in the analogous data
base.

Among the inferences and observations are the following: the
higher the value of the loot the more likely that insiders
participated; the higher the value of the loot the more perpetrators
are likely to be involved; crimes involving insiders have an unusually
high rate of apprehension; insiders can pose a great threat to nuclear
security for a variety of reasons and in a number of ways; a high
number of crimes occur while loot is in transit; crimes employing
deception or coercion are very successful; his authority and/or access
often determines whether an insider will use deception; and crimes of
coercion usually have as their victims employees with authority and
access.

This Note also includes a section that details seven specific
crimes from the data base that are particularly anologous to potential
nuclear-related crimes and on which considerable data are available.

Synopses of each of the 121 crimes are provided.
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I. INTRODUCTION

At the time of the initiation of Rand's work on the issue of
potential and actual criminal adversaries of United States nuclear
facilities and programs, the United States had experienced almost no
nuclear crime involving energy facilities or programs. It was

determined, therefore, to develop a surrogate data base of non-nuclear

incidents that would provide analogs for analysis,* for exa&ple, ¥o
the potential penetration of nuclear facilities or the theft of
nuclear material. One of the categories chosen was sophisticated and
high-value burglaries, robberies and other "conventional" crimes,
popularly called "capers.”" In a 1976 Rand analysis of 45 of these
crimes as analogs, capers were defined as crimes calling for a "task-
force” type of assault against well-protected objectives and requiring
extensive planning.

In the Introduction to that 1976 work, the authors stated:

The relevance of "capers" to the issue of threats to nuclear
programs is clear. U.S. nuclear programs are unlikely to present
a particularly soft or easy target. Successful penetration of a
nuclear facility or hijacking or theft of nuclear material,
therefore, would be likely to require the kind of commitment in
time, planning effort, personnel and other resources that would
qualify it as a caper. By studying past capers we can get some
understanding of the factors which have been involved in this
type of crime, and of the lessons which might be learned about
possible future threats to nuclear programs.

*The methodology of analyzing analogous incidents has proven to
be extremely effective. See Rand Reports, R-2225-SL, Attributes of
Potential Criminal Adversaries of U.S. Nuclear Programs, Peter deLeon,
Brian Jenkins, Konrad Kellen, Joseph Krofcheck, February 1978;
R-2554-SL, Motivations and Possible Actions of Potential Criminal
Adversaries of U.S. Nuclear Programs, Gail Bass, Brian Jenkins, Kon-
rad Kellen, Joseph Krofcheck, Geraldine Petty, Robert Reinstedt, David
Ronfeldt, February 1980.




This Note describes the results of a follow-on study of those
task-force crimes considered to be analogous to potential nuclear-
related crimes. The data base for the present investigation consists
of the 45 crimes studied in the 1976 analysis, plus an additional 76
crimes. Where possible, analysis was performed on the combined data
bases, a total of 121 various crimes.

The criteria for choosing the additional 76 crimes were
consistent with those for the original 45 capers. Selection was
limited to major crimes that required or reflected a professional
approach, and usually required a great deal of planning. The few
exceptions to these criteria (in both studies) were incidents that
were still clearly analogous to situations representing threats to the
nuclear community.

The new data base also contains considerably more detail for each
event; therefore, it is expected that the findings (most of which are
supportive of the earlier study, or are in entirely new areas) will
have more validity both because of the addition of many more crimes
and because the data collection capabilities have been greatly
enhanced. The early study gathered data after the‘fact--the decision
was made to look at analogous crimes and then the accounts of the
crimes were assembled, going back to 1950. However, that study, which
called for a follow-on investigation, paved the way to accumulating
and maintaining a data base, so that in a relatively short period of

time a much larger number of crimes could be added with more detailed

descriptions.



I1. THE DATA

For the past several years The Rand Corporation has been
maintaining a file on high-value crimes, primarily those characterized
by considerable planning, use of technology, and in general
representing a professional criminal's approach to such things as
robberies, burglaries and fraud.

In this document emphasis was placed on non-nuclear crimes that
shared components with potential nuclear-related crimes. While
analogous events by definition do not track in their entirety on a
one-for-one basis, much can be learned by paying careful attention to
the individual components of those analogous events that are
identical. Many individual components examined in this study of non-
nuclear crimes are, of necessity, exactly those that would be present
in any scenario involving nuclear crime. Figure 1 shows specific
components considered to be common to both non-nuclear crimes and
conceivable nuclear crimes. Obviously, it is unlikely that all of the
components would ever be present in any given crime. The components
listed are intended to encompass most possibilities and so are meant
to be comprehensive but not exhaustive.

The components spin off from three factors that are present in

every crime, namely "Planning," "

Modus Operandi," and "Logistics."
One can visualize Planning as being the strategic outline for the
(hoped for) successful enactment of the crime--from the original
choice of a target, obtaining the loot, and escaping from the scene,

to avoiding apprehension. Modus Operandi would deal with the tactical

aspects of the crime. It would consist of the "how to" components
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required to accomplish the strategic planning. Finally, Logistics
would include all of the organizational (administrative) requirements.
For example, in many cases transportation is via stolen vehicles and
these then have to be provided for. Timing may include having to
provide and take advantage of a time "window" when access and egress
will coincide with the availability of the loot. Extrinsic loot may
need to be converted through a fence (or several fences). -Ransomable
loot requires communicating messages to the party or parties
interested in (re)acquiring the stolen goods.

The authors feel that Figure 1 is equally applicable to major
nuclear or non-nuclear crimes.

The present study combines two data bases. As noted above, the
first consists of descriptions of 45 crimes and attempted crimes that
were assembled for an earlier study. That file ranged from single-
person operations to complex crimes involving in excess of a dozen
criminals planning together for as long as two years. A list of those
crimes is contained in Section VII. The second data base consists of
additional crimes and attempted crimes documented since the
publication of the earlier study. Although the criteria for selecting
analogous crimes did not differ from one data base to the next,
intervening studies did point to new considerations for analysis and
in some cases a change in emphasis. In addition, because of enhanced
data-gathering capabilities, the second data base was more detailed
and comprehensive. A list of those crimes comprising the second data
base also appears in Section VII.

As mentioned above, studies conducted in the interim provided new

areas of interest. These areas understandably were not included in



the earlier study, and the specific data required to do an analysis
were, for the most part, not available in the 45-crime data base
inasmuch as the areas were not at that time of concern. As a result,
analysis reported in the present Note is based primarily on the new
(76) crimes. Coercion of employees, an effective and not uncommon
criminal tactic, is an example of a new area where data were sought
out for analysis. Such information was available only in the new data
base.

When possible, the two data bases were combined for analysis.

There are some concerns about the reliability of the data.
Almost all cases in the file are accumulated from newspaper and
journal stories. As a result, the occasional inaccuracies that
invariably occur in such accounts are incorporated into the data base.
In many instances only one article is available with no follow=-up, so
that information is often not complete. Nor is there an opportunity
provided to correct any inaccuracies or misconceptions. The ideal
data base would be longitudinal in nature, following cases from
planning through commitment and apprehension. Few such ideal case
studies exist, especially when considering fairly recent crimes.

Not all the crimes provide the data necessary to analyze across
the spectrum of areas to be considered. As a consequence, the number
of crimes included for each area varies considerably, resulting in
reduced data bases. For example, it is not always known how many
perpetrators were involved or the amount of the "take." Therefore,
when analyzing the relationship between those two factors, several
cases will be "unknowns" and the total number of usable cases will be

fewer.



By enlarging the number of cases it is expected that both of the

above concerns will be alleviated: Occasional inaccuracies will have

far less effect and there will be enough total cases to provide a
reasonable number of crimes to analyze for each area.

One final point regarding the data concerns the occasional
elimination of a specific case when its inclusion would bias the
results. The prime example of this is the insider crime (although it
was actually a series of crimes) at tﬁe Ben-Gurion International
Airport in Israel. The total approximate take was $250,000,000 in
diamonds. The next highest take in ou£ data was $10,250,000.

However, this high-value crime was included in certain areas where it
did not have an undue influence--for example, extrapolations involving

insiders but not loot.



III. ANALYSIS OF THE DATA

This section enumerates the statistics that were extrapolated
from the two data bases. The areas covered include type of crime,
type of target, type and amount of loot, number of participants,
insider involvement and use of violence. Sections IV and V detail the

conclusions drawn from these statistics.

Combined Data Bases

Figure 2 shows results from combining the old and new data bases.
Sixty-six percent of all the crimes took place in the United States.
The remaining 34 percent occurred primarily in Canada, England,
France, and Germany. We found no great distinctions between crimes
committed in the United States and crimes committed elsewhere.

The crimes that fell into the categories of burglary and robbery
were about equally divided (45 percent and 47 percent respectively),
while "Other" (fraud, etc.) made up 8 percent.

Analysis of the loot shows cash and securities to be the
predominant loot taken (58 percent), followed by jewelry and precious
metals (20 percent). Thirteen percent of the crimes involved art
theft. The "Other" category included prison breaks, penetrating
security, and loot consisting of railroad cars, mercury, and weapons.
In the cases where more than one type of loot was taken, the
predominant one was chosen as the type of loot.

The most popular target was banks (32 percent). This concurs
with cash and securities being the most popular loot. (Banks included
savings and loans as well as security companies.) The category "Other"

represented 26 percent of the targets and ranged from churches being
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burglarized of treasures, to armed robberies of airport cargo
terminals, to cat burglars stealing valuables from homes on Long
Island, New York, and the French Riviera. Twenty-five percent of the
targets were vehicular. Although armored and unarmored vehicles were
included, most of the crimes were against armored vehicles,
undoubtedly because of the take involved. Museums were a target in 12
of the crimes (10 percent), and jewelry was the target 7 percent of
the time. Jewelry in this case means specifically a "place" target
and not loot, in other words, jewelry stores, diamond factories, etc.
Regarding the number of perpetrators, the number of crimes was
essentially the same when 1-3 participants were involved (45 percent)
and when &4-7 participants were involved (&2 percent). In 13 percent

of the crimes there were 8 or more participants.

Number of Participants vs Type of Crime

Figure 3 analyzes the number of perpetrators in relationship to
the type of crime. One to 3 participants appeared to prefer robberies
--this category had 29 robberies as opposed to 20 burglaries. Eight
Oor more participants also seemed to prefer robberies--they committed 9
robberies and 3 burglaries. This trend reverses in the 4-7 category,

which includes 30 burglaries and 18 robberies.

Number of Participants vs Type of Loot

The next two figures, Figures 4 and 5, show the particular loot
preferences in relationship to the number of perpetrators. In Figure
4 in the 1-3 participants group, 53 percent of the crimes were aimed
at cash as the loot, 23 percent against jewelry, and 17 percent of the

crimes were art thefts. The 4-7 participants group designed 51
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4 Other 2 Other 3 Other

Fig. 3 - Number of participants vs type of crime
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percent of their crimes to get cash, 21 percent to obtain jewelry, and
7 percent to steal art treasures or objects. The 8 or more
participants group primarily sought cash as loof (79 percent) and
jewelry as the only other type of loot (21 percent). Once again in
all categories cash was the most common take of all, with jewelry
second.

Figure 5 has an added column that shows what loot was the target
when insiders were involved in the crime. In 30 of the 39 insider

cases, cash, once again, was the target. Two cases involved jewelry,

and two cases involved art.

Number of cash and securities crimes 28 15 11 30
Number of jewelry crimes 12 6 3 2
Number of art crimes 9 2 0 2
Other 4 6 0 5
8 or More Insider

1-3 Participants 4-7 Participants Participants Participants

Fig. 5 — Participants vs type of loot

In 54 of the crimes we were able to determine a fairly exact
number of perpetrators. Figure 6 designates the actual number of
crimes for each type of loot versus each known number of perpetrators.
There are no cases in our data base that include six or more
participants engaging in any crime that does not have cash and

securities or jewelry as a target (and in fact only one of those cases
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has jewelry). The 7 crimes involving the theft of art were all

committed with 1-6 participants.

Number of Participants 1 2 3 4 5 6 7 8 9 10 12 20 23
Number of cash and securities crimes 7] 8 6 |1 3 2 1 2 12 1 1 1 0
Number of jewelry crimes 1 3 4 |2 0 1 0 0 0 0 0 0 1
Number of art crimes 2] 2 110 1 1 Ofofoflojofo]o
Total |10 (13 (11 |3 {4 | 4 | 1 2 |2 1 1 1 1;

Fig. 6 - Number of participants vs type of loot, I

Number of Participants vs Value of Loot

Figure 7 is a breakdown of the number of perpetrators versus the
value of the loot. Because the two data bases from the two studies
were easily distinguished, they are shown separately, and then
combined. Here again was added a fourth column--insiders as
perpetrators. The boxes contain the range of the value of the loot,
and then the average take for the number of crimes in each box. There
was only one case of an insider in the old data base (where the value
of the loot was also known), and the figures contained in that box are
not thought to be representative. With the exception of that one

"Insider Participants" box, there is a progression in every instance



Old data
$ Range
Average $ value

New data
$ Range
Average $ value

Combined data
$ Range

Average $ value

1-3 Participants

4-7 Participants

Insider Participants

8 or More Participants

11 crimes 8 crimes 1 crime 3 crimes
1,000-4,000,000 16,600-4,300,000 4,300,000 115,000-7,000,000

981,000 1,383,000 4,300,000 2,872,000

34 crimes 13 crimes 35 crimes 8 crimes
12,000-1 0,250,000* 262,000-3,500,000 82,500-10,250,000 600,000-7,100,000

1,515,000 1,648,000 © 2,113,000 3,597,500

45 crimes 21 crimes 36 crimes 11 crimes
1,000-10,250,000 16,600-4,300,000 82,500-10,250,000 115,000-7,100,000

1,384,000 1,485,000 2,232,000 3,739,500

*
1 man, white collar

Fig. 7 — Participants vs value of loot

_g'[..
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whereby the value of the loot increases with the number of
participants. It should be noted that the average dollar value shown
is per crime and not per participant. When the data are examined to
yield take per participant, they jump around considerably and fail to
show any progression similar to that for total participants.

Figure 7 does not include the unusually large crime of
$250,000,000, which, because of its magnitude, would be the most
likely of all the crimes to throw our results off. If we include that
crime, we see an even greater increase in value of loot as the number
of perpetrators increases. Shown below are the new figures that
result from the inclusion of the crime in question (this crime falls

" on

under the categories "New Data Base," "Insider Participants" and "8 or

More Participants").

Insider Participants 8 or More Participants

R e D T LT Tyt R et +
NEW DATA BASE | | |
| | l |
| (56 Crimes) | 36 Crimes | 9 Crimes I
|$ Range | 82,500 - 250,000,000 | 600,000 - 250,000,000 |
|Average $ Value | 9,057,000 | 30,976,000 |

----------------- R DL EEL LT L L L L LR L L LT ety
| COMBINED | | 1
|DATA BASES | | |
| | | |
| (79 Crimes) | 37 Crimes | 12 Crimes |
|$ Range | 82,000 - 250,000,000 | 115,000 - 250,000,000 |
|Average § Value | 8,929,000 | 23,950,000 |
e L LT T g U B +
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Insiders

Figure 8 shows that insiders participated as lone individuals and
with every size group (1-3, 4-7, and 8 or more). In those cases where
it was possible to discern whether a crime included insiders or
definitely did not include them, only the 4-7 participants group
showed more cases of only outsiders. In the 1-3 participants group,
22 of 38 crimes involved insiders; in the 8 or more participants
group, 7 of 9 cases involved insiders; but of the 17 crimes in the 4-7
participants group, "only" 5 cases included insider help.

Figure 9 shows the target preference when insiders were involved
or strongly suspected of having participated. (It should be kept in
mind here that we are talking about the number of crimes involving
insiders, and not the number of insiders, since some cases involved
more than one.) Insiders were involved in every type of crime.
Seventeen of the 38 crimes involving insiders targeted banks, while 8
insider crimes had vehicular targets. Another 5 targeted airports.

Figure 10, Guards As Insiders, examines the number of cases when
there was a possibility that guards could have participated as
insiders. There were 48 crimes involving targets (banks, airports,
etc.) that employed guards. Fourteen of these 48 targets were hit
with insider crimes. Nine of those 14 (64 percent) were non-guard
insider crimes while 5 of the 14 (36 percent) were known to have
involved guards as insiders. The result is that while the guarded
targets were not particularly susceptible to insider crimes (in this
case 29 percent of them were hit), when they were victimized, guards

participated over one-third of the time.
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Fig. 8 — Insider/outsider involvement by number of participants
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Crimes agaiﬁst targets employing guards 48
Number of above crimes involving insiders 14
Guard insiders 5
Non-guard insiders 9

Fig. 10 — Guards as insiders

Violence

Another area of interest was the crimes involving violence (Fig.
11). These are essentially the robbe;ies in both data bases. Only
two crimes from the old data base appeared to involve violence or
death or injury in cases of gobbery. In 27 of the 45 crimes (from
both data bases) in which violence was involved, it was only
threatened and no real action took place. Nine crimes involved some
show of violence but none resulted in death or injury. In 9 other
crimes, death or injury occurred. It is not surprising that

perpetrators prefer to threaten violence rather than use it.
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® Threatened violence 27 crimes
® Show of violence/no death or injury 9 crimes
(Shooting weapon, exploding

bomb, scuffling, etc.)

® Death or injury 9 crimes

Fig. 11 — Violence

Day of Week

Figure 12 is a breakout of crimes related to day of the week.
Again, there are no particular surprises here. While both burglaries
and robberies occurred during the week, only burglaries took place
over wéekends and holidays. There does not appear to be a particular
day of the week (such as Friday when one might expect cash

accumulations for the week) when any one target is preferred.

Coercions, Decepticns, Hostages and Kidnappings, Unsuccessful Attempts

Certain other aspects of the data seem to be relevant in the
attempt to look at analogies to possible nuclear program and facility
threats. For example, the insider problem has been addressed
throughout the analysis. It was noted when looking at the insider
crimes that several involved coercion; in fact, this turned out to be
the case slightly over 2Q percent of the time (8 of 39 insider
crimes). On the following pages we have listed a summary sentence for

each coercive crime. If the reader is interested in more detail, the



Total crimes

Mon Tues Wed Thurs Fri Weekend Holiday
5 truck 5 truck 1 truck 5 truck 1 truck 1 truck
1 bank 3 bank 4 bank 4 bank 3 bank
2 airport 1 airport 1 airport
1 jewelry 1 jewelry 1 jewelry
2 museum 2 museum 1 museum
2 other 1 other 2 other 2 other 2 other 2 other
9 8 6 8 9 10 6

Fig. 12 — Incidence level of targets by day of week
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crime number, also listed, indicates where in Section VII that
particular crime can be found.

Another analogy that seems valid is that when security is high,
or the commodity not easily accessible, deceptions are often employed,
and with a great deal of success. This points out that deception is a
particularly effective way to take advantage of a
vulnerability--namely that people believe what they see. The
deceptions are listed in the same manner as